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Data Breaches: An Ongoing Threat

A rise in massive, high profile credit card breaches in recent years has underscored the need for
merchants, point-of-sale (POS) and property management system (PMS) providers, credit card
processors and other third party organizations to do everything they can to secure sensitive payment
data. Despite the many measures being taken — the billions of dollars spent to secure customer data,
to harden and fortify payment systems, and to create policies to prevent unwanted intrusion or
leakage of that sensitive data — those who seek to compromise and profit from it continue to find

new ways to infiltrate security systems.

Adopting a New Mindset for Securing Data

Bob Russo, General Manager of PCl Security Standard Council, boiled it down to: “There needs to be a
mind shift from just compliance to security [since] compliance is a byproduct of good security.” And
when it comes to PCI DSS, Russo added “PCI DSS is the baseline.” !

John Sheets from Visa made it clear for merchants that protecting cardholder data cannot be viewed
as merely a fire drill. Instead, PCI DSS assessment should be seen as a key step to achieving security.
Sheets said “Everyone needs to move away from a validation and it’s done approach. Instead, it is an
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ongoing process.”

PCI DSS then, should be used as a starting point in the evolving efforts to thwart attackers and
prevent them from achieving their goal. PGP Corporation and Ponemon Institute report that data
breaches from malicious attacks doubled in 2009 — from 12 percent to 24 percent — and cost
substantially more than those caused by human negligence or IT system glitches. They noted that
“organizations should strongly consider a holistic approach to protecting data wherever it is — at rest,
in motion and in use.””

This paper explores the use of two technologies to protect merchant POS/PMS systems and network
infrastructures — tokenization, which is principally used to secure “at rest” data, and point-to-point
encryption, which is being used to protect “in-flight” data.

Securing Data at Rest: Tokenization
Tokenization provides two clear advantages that build on strong POS/PMS system security practices:
e It reduces the instances of sensitive data in an organization, thus reducing the scope of a PCI
DSS audit.
e If a merchant suffers a hack, there is no stored card data for thieves to steal.

With tokenization, a token or replacement value is returned and stored in place of the original data.
The token refers to the actual data, which can be stored locally or in a “hosted” data vault but the
sensitive data cannot be derived from that token.

When the token is created in the same format as the sensitive data it can be safely used by any

application, database, or backup medium within the organization. The token minimizes the risk of
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exposing the actual sensitive data and allows operational and analytical applications to work with
little or no modification.

Tokenization solutions such as Merchant Link’s TransactionVault™ have been successful in removing
sensitive cardholder data from merchant systems and have greatly reduced the risk of data breaches.
To date, TransactionVault has been installed in more than 15,000 locations across North America.
Customers include IHOP, Carlson Restaurants Worldwide (TGI Friday’s), Ruth’s Chris, Perkin’s, and
Friendly’s, as well as a major retailer.

Securing Data In-Flight: Point-To-Point Encryption

Despite the advantages for organizations that adopt some form of tokenization and its capability to
secure sensitive data at rest, merchants must also safely transport cardholder data to the payment
processing banks and subsequently to the card issuers. In order to achieve a truly secure solution,
some methodology must be implemented in addition to tokenization to protect the data in-flight —
that is, the data that is transported to the payment processing banks and to the card issuers.

Current PCI DSS standards state that SSL encryption of connections being made over public networks
is sufficient for protecting data in-flight. However, vulnerabilities can be exploited in the way data is
passed between applications, databases, and files from the point where it is entered at the end user
interface to another systems or servers within a merchant’s network infrastructure.

Vulnerabilities Still Exist

A recent security alert release from Visa Business News spelled out some very real concerns over
vulnerabilities that may still exist within organizations and how those weaknesses are currently being
exploited.

According to Visa's computer forensic investigations, hackers are gaining unauthorized access to
POS/PMS environments as a result of insecure remote desktop solutions or poor network
configuration. A memory-parsing vulnerability previously identified in the October 2008, Visa Data
Security Bulletin, is being actively targeted and exploited within the hospitality industry. This
vulnerability can be exploited by hackers when they install debugging or “sniffing” software on
POS/PMS systems in order to extract magnetic-stripe data from volatile memory. The increased use
of debugging tools that pull sensitive data from volatile memory suggests that attackers have
successfully modified their techniques to obtain payment data that has not been tokenized.

In order to remove the risks posed by exposure of sensitive data in-flight and as it is stored in volatile
memory, many providers, including Merchant Link, offer clients a point-to-point encryption solution,
in which card information is strongly encrypted at — or as near as possible to — the point where the
card is swiped or entered into the POS/PMS system. The aim is to leave the data in that encrypted
form as it passes through the POS/PMS system and only decrypt and manipulate the sensitive data in
highly-secure hosted data storage and routing facilities, such as those provided by gateway or
network providers, or at the processors themselves.



Encryption Methodology Requires Coordinated Components
Achieving a solid and strong encryption methodology calls for the coordination of several important
components:
e The encryption scheme itself — such as 3DES, AES, and others.
e The management of encryption keys, e.g., Public Key Infrastructure (PKI), Derived Unique
Key per Transaction (DUKPT), Identity-Based Key Management, etc.
e The securing of the location or devices that hold the encryption keys to prevent exposure to
attackers.
e The ability to change or rotate the keys.

All of these components must be tightly managed and synchronized to ensure creation of the
expected data set that can then be decrypted for use “down stream” in the payment processing data
flow.

Additionally, for a solution to truly be considered encrypted “point to point,” it must encompass not
only the POS/PMS and its local environment, but also the gateways used to route the information,
the processors that handle the information for the merchant, and the card issuers.

Along this path there are numerous systems, applications, databases, and networks over which the
data will traverse. Therefore, a more feasible approach and accurate description of current solutions
being developed in the industry are “point to point” solutions that cover the POS/PMS system, its
local network, and the transit that must be made to more highly secured PClI DSS compliant
organizations like gateway providers or the payment processors. Solutions involve one or more of
these approaches:

e Encrypting software at the POS/PMS
e  Encryption from the point of swipe
e Integrated terminal encryption

APPROACH 1: Encrypting Software at the POS/PMS

This solution entails the use of software to intercept the swiped sensitive data as it passes to the
POS/PMS by the card reader. The software encrypts the data and passes it to the integrated
POS/PMS software in encrypted form. It remains in encrypted form as it passes through the POS/PMS
system and for the journey to the gateway, where the sensitive data is decrypted and routed to the
payment processor. The tokenization process then returns a token with the authorization response,
which does not contain card data in any form.



APPROACH 1: Encrypting Software at the POS/PMS (continued)

Advantages of this solution

e This solution may be easier to implement than hardware-oriented solutions.
o This solution is consistent with implementations generally already in place, rendering the issue of

manually-entered card numbers much less complicated.

Drawbacks to this solution

e Payment card data is still in its raw form as it is passed from the magnetic card stripe reader
(MSR) to the encrypting software, providing a small window of opportunity for extracting the

sensitive data.

APPROACH 2: Encryption from the Point of Swipe

This solution entails the use of a magnetic card stripe reader that has the capability to strongly
encrypt swiped data and pass it to the integrated POS/PMS software in encrypted form. It remains in
the encrypted form as it passes through the POS/PMS system and for the journey to the gateway.
There, the sensitive data is decrypted and routed to the payment processor. The tokenization process
then returns a token with the authorization response, which does not contain card data in any form.

Advantages of this solution

o The data itself is encrypted within the MSR hardware and doesn’t exist in its raw form anywhere
on the POS/PMS or in transit to the gateway provider or processor.
e The MSR is typically a tamper-proof peripheral and the window of opportunity for compromise

of the data is very, very small.

Drawbacks to this solution

e The encrypting MSR has to be an integral part of the POS/PMS system and its encrypting
functionality has to be activated, usually at the point of installation into the POS/PMS or at some
point later, once the merchant begins to process transactions.

e Typically, once the encrypting functionality has been activated it can’t be de-activated, making
maintenance and “swapping” of POS/PMS hardware more complicated.

e Some number of cards must be entered into the POS/PMS manually due to damage to the
magnetic stripe on the card itself, and that path of card number entry doesn’t include the MSR,
which contains the encrypting function. Manually entered cards would not be encrypted in this

solution.



APPROACH 3: Integrated Terminal Encryption Solution

The aim of this solution is to remove the POS/PMS from the scope of PA-DSS entirely by using a
separate piece of terminal hardware to manage the swipe of the card, the encryption of the sensitive
data and the transport of that data to the gateway provider. The terminal is also responsible for
accepting the pertinent sale information from the POS/PMS and then formatting it and sending it to
the gateway. After receipt of the response from the gateway provider, the terminal sends pertinent
information — such as the approval or error code and the token — to the POS/PMS system.

Advantages of this solution

o Sensitive cardholder data never resides on the POS/PMS in raw form, greatly reducing audit costs
for the merchant.

e The terminal hardware is locked down or hardened, meaning even the users themselves cannot
access the device. This takes some of the onus of hardening the POS/PMS off of the POS/PMS
provider and the merchant.

Drawbacks to this solution

e |t represents a fairly significant change from the way POS/PMS systems currently handle
payment processing.

e The solution entails the implementation of an additional piece of hardware for each point where
end users swipe card data.

o |t calls for development by the POS/PMS providers to have their system work with this device
during the tendering workflow.



Conclusion:

The ongoing threat of credit card breaches has underscored the need for companies to do everything
they can to secure sensitive payment data. This means they must utilize solutions to protect both
data at rest and data in-flight.

Essentially, companies must seek out solutions that ensure data is protected “point to point.” Three
common approaches in the market today are:

e Encrypting software at the POS/PMS
e  Encryption from the point of swipe
e Integrated terminal encryption

The approach that appears to be the most effective at removing data from merchants’ systems and
reducing the scope of a PCI DSS audit is the integrated terminal encryption approach.

Still, Merchant Link recognizes that every merchant has different needs. Some may find that one of
the other approaches is better suited to their requirements, while others may prefer a hybrid
approach. As a forward-thinking payments security provider, Merchant Link supports all of these
approaches and offers customers the flexibility to integrate with almost any encryption software or
device.

Want to learn more about Merchant Link’s P2PE solution?
Contact us at sales@merchantlink.com or 1-866-853-3845.

About Merchant Link

Merchant Link is a leading provider of payment gateway and data security solutions, enabling more
than 3 billion transactions annually for some of the world's best-known merchants. Founded in 1993
and headquartered in Silver Spring, Md., Merchant Link currently supports more than 150,000
restaurants, hotels, and retailers, providing connectivity to the major U.S. payment card processors.
TransactionVault™, our tokenization solution, and TransactionShield™, our point-to-point encryption
solution, mitigate the risk of a data compromise while lowering the cost and effort of PCl compliance.

Merchant  Link

8401 Colesville Road, Suite 900
Silver Spring, MD 20910
301.562.5000

866.853.3845

Relax. We got it.

www.merchantlink.com
www.merchantlinksecuritycents.com




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


